(20 puntos) Utilizando httpie, hagan una solicitud de HTTP al servidor
[image: A computer screen shot of a black screen

AI-generated content may be incorrect.]
(10 puntos) Utilizando curl, hagan una solicitud de HTTP al servidor
[image: A black screen with white text

AI-generated content may be incorrect.]
· (10 puntos) Utilizando tail dentro del servidor, obtengan las últimas 15 líneas del archivo /var/log/nginx/access.log
[image: A black screen with white text

AI-generated content may be incorrect.]
· (10 puntos) Utilizando ps y grep identifiquen qué procesos está corriendo amazon dentro del servidor

[image: ]
(20 puntos) Utilizando netstat, listen los puertos por los que está escuchando el servidor. Deben filtrar usando las siguientes opciones de netstat (esto es un solo comando con estas opciones): tcp udp numeric (muestra los puertos por número) program (muestra qué programa es el que está escuchando)
[image: A screenshot of a computer program

AI-generated content may be incorrect.]
(30 puntos) Utilizando ss, listen los puertos por los que está escuchando el servidor. Deben filtrar usando las siguientes opciones de ss (esto es un solo comando con estas opciones): summary tcp conexiones establecidas resuelvan los puertos numericos uso de memoria información interna de tcp proceso que usa el socket
[image: A black background with white text

AI-generated content may be incorrect.]
(10 puntos) Utilizando dig dentro del servidor, obtengan la ip que resuelve al hacer un dns lookup uvg.edu.gt
[image: A black screen with white text

AI-generated content may be incorrect.]
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® nerymolina2ee4@NeryMolina:~$ ss -sntpmoi

Total: 268

TCP: 11 (estab 5, closed 0, orphaned @, timewait @)

Transport Total bid PV6

RAW 0 0 0

UDP. B 4 1

TP 1 10 1

INET 16 14 2

FRAG 0 0 0

State Recv-Q Send-Q Local Address:Port Peer Address:Port
Process

ESTAB 0 0 127.0.0.1:41300 127.0.0.1:40013

users: (("node”, pid-448,fd-19))
skmem: (@, rb6291456, 10, th2626560, f4096,w0,00,b10,d0) ts sack cubic wscale:7,7 rto:210 rtt:8.867/13.873 ato:40 mss:32768 pmtu:65535 rcvinss:2076 advmss:65483 cwnd:10 bytes sent:1

53197 bytes acked:153198 bytes received:11100944 segs out:1467 segs in:1421 data segs out:832 data segs in:1214 send 295640014bps lastsnd:10 lastack:10 pacing rate 591246680bps delivery
_rate 10922666664bps delivered:833 app limited busy:373ems rcv_rtt:2.098 rcv_space:1567441 rcv_ssthresh:3145621 minrtt:0.019 snd wnd:65536
ESTAB 0 0 127.0.0.1:40013 127.0.0.1:41300
users: (("node”, pid=387,fd=24))

skmem: (r@, rb131072, 0, th2626560, f4096,w0,00,b10,d0) ts sack cubic wscale:7,7 rto:210 rtt:4.185/7.782 ato:40 mss:65483 pmtu:65535 rcvmss:29697 advmss:65483 cwnd:10 ssthresh:3e b
ytes sent:11100944 bytes acked:11100944 bytes received:153197 segs out:1420 segs in:1467 data segs out:1214 data segs in:832 send 125176583ebps lastrcv:10 pacing rate 2503083072bps deli
very rate 74837714280bps delivered:1215 app limited busy:5020ms rcv_rtt:3 rcv_space:65483 rcv_ssthresh:65483 minrtt:0.015 snd wnd:3144960
ESTAB 0 0 127.0.0.1:40013 127.0.0.1:41314
users: (("node”, pid=494,fd-19))

skmem: (r@, rb6291456, 10, th2626560, f4096,w0,00,b10,d0) ts sack cubic wscale:7,7 rto:210 rtt:8.255/14.203 ato:40 mss:32768 pmtu:65535 rcvmss:65483 advmss:65483 cwnd:10 bytes sent:
59734 bytes acked:59734 bytes received:1413649 segs out:783 segs_in:1023 data segs out:5e8 data segs in:590 send 317557844bps lastsnd:10 lastrcv:1e lastack:10 pacing rate 635077216bps d
elivery rate 17476266664bps delivered:509 app limited busy:3590ms rcv_rtt:0.781 rcv_space:139214 rcv_ssthresh:3145020 minrtt:0.615 snd wnd:65536
ESTAB 0 0 172.24.20.243:51056 13.216.221.146:17
users:(("ssh",pid=1302,fd=3)) timer:(keepalive,112min,0)
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® nerymolina2@ed@NeryMolina:~$ http PIE http://nrywhite.lat
A QHTTP/1.1 524
CF-RAY: 9111f3f8cb2109a6-MIA
Cache-Control: private, max-age=8, no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Connection: keep-alive
Content-Length: 7068
Content-Type: text/html; charset=UTF-8
Date: Thu, 13 Feb 2025 04:09:22 GMT
Expires: Thu, @1 Jan 1970 00:00:01 GMT
NEL: {"success_fraction
Referrer-Policy: same-origin
Report-To: {"endpoints”: [{"url
2B7y9seus5clYs%3D"}], "group™:
Server: cloudflare
X-Frame-Options: SAMEORIGIN
alt-svc: h3=":443"; ma=86400
server-timing: cflL4;desc="?proto=TCP&rtt=02732&min_rtt=027328&rtt_var-46366&sent=18recv=3&1ost-0&retrans=0&sent_bytes-0&recv_bytes=152&delivery_rate-6&awnd=1988unsent_bytes-08cid-0000000000000000&ts=08X
o

“https:\/\/a.nel.cloudflare. com\/report\/v4?s=fDen7m6eANzCc860ZQ%2B1 SSMBVXMKZ1v511QhML PfHyaaCtcsSmpFErnZpuy 27XC6vaK2B%2BX0r ZcxtKprxF lyvXenkUA7%2F FOBAN83M6 1BYy FSKAgNX6%
cf-nel”, "max_age":604800}

<IDOCTYPE html>

<I--[if 1t TE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->
_[if TE 7]>  <html class="no-js ie7 oldie" lang="en-US"> <![endif]-->
<I--[if IE 8]>  <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->
<I--[if gt IE 8]><!--> <html class="no-js" lang="en-Us"> <!--<![endif]-->
<head>

<title>nrywhite.lat | 524: A timeout occurred</title>
<meta charset="UTF-8" />
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® nerymolina2@@4@NeryMolina:~$ curl -v http://nrywhite.lat n
* Host nrywhite.lat:80 was resolved.
* IPV6: 2606:4700:3030: :6815:1001, 2606:4700:3030: :6815:3001, 2606:4700:3030: :6815:5001, 2606:4700:3030: :6815:4001, 2606:4700:3030: :6815:2001, 2606:4700:3030: :6815:6001, 2606:4700:3030: :6815:7001
* IPvA: 104.21.48.1, 104.21.96.1, 104.21.80.1, 104.21.64.1, 104.21.16.1, 104.21.112.1, 104.21.32.1
*  Trying 104.21.48.
* Connected to nrywhite.lat (104.21.48.1) port 80
> GET / HTTP/1.1
> Host: nrywhite.lat
> User-Agent: curl/8.5.0
> Accept: */*
>
yx

< HTTP/1.1 524

< Date: Thu, 13 Feb 2025 ©4:25:36 GMT

< Content-Type: text/plain; charset=UTF-8

< Content-Length: 15

< Connection: keep-alive

< Report-To: {"endpoints™:[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v4?s=0Mi@oV6CC%2BVVDpPL7IMNWPQQ24WRCJEtLXFyaCtG5grYuxpdwW3gACATK1yKVFINIRTMHATURY65WTVQUA1MZ70vjbqg TZn9RmXRYRQXW.2FMMR3TA0C1F 7R7
OXA75IC%2FWS%3D" }], "group” : "cf-nel”, "max_age" : 604800}

< NEL: {"success_fraction":@,"report to":"cf-nel","max_age":604800}

X-Frame-Options: SAMEORIGIN

Referrer-Policy: same-origin

Cache-Control: private, max-age=8, no-store, no-cache, must-revalidate, post-check=0, pre-check=

Expires: Thu, @1 Jan 1970 00:00:01 GMT |’
Server: cloudflare

CF-RAY: 91120bce8e7fcc76-TPA

alt-svc: h3=":443"; ma=86400

server-timing: cfl4;desc="?proto-TCP&rtt=-446008min_rtt-44600&rtt var-22300&sent=3&recv-a&lost-0&retrans-o&sent_bytes-0&recv_bytes=758delivery rate-efcwnd-2498unsent_bytes—08&cid-0000000000000000RTS=08

Xx=0'
S Ubuntu-2404" ®0A0 @Wo ja)

AAAAAANARA
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Last login: Thu Feb 13 @4:35:42 2025 from 181.174.106.91

ubuntu@ip-172-31-88-228:~% tail -n 15 /var/log/nginx/access.log

172.70.55.114 - - [13/Feb/2025:! 7:31 +0000] "GET /favicon.ico HTTP/1.1" 404 196 “https://23065.dernait.my/" "Mozilla/5.@ (Windows NT 10.@; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/1
31.0.0.0 Safari/537.36 OPR/116.0.0.0"

172.70.255.160 - - [13/Feb/2025:04:37:40 +0000] "GET /lab2/lab2.txt HTTP/1.1" 200 17771 "https://23584.dernait.my/" "Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chr
ome/131.0.0.0 Safari/537.36 OPR/116.0.0.0"

172.70.83.155 - - [13/Feb/2025:04:37:40 +0000] "GET /favicon.ico HTTP/1.1" 404 196 "https://23584.dernait.my/lab2/lab2.txt™ "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Ge
cko) chrome/131.0.0.0 Safari/537.36 OPR/116.0.0.0"

172.70.54.62 - - [13/Feb/2025:04:38:18 +0000] "GET / HTTP/1.1" 200 539 "-" "Mozilla/5.0 (Windows NT 10.@; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36 OPR/116.0.0.0

172.70.255.4 - - [13/Feb/2025:04:
1.0.0.0 Safari/537.36 OPR/116.0.0.
172.70.54.173 - - [13/Feb/2025 126 +0000] "GET / HTTP/1.1" 200 2524
172.70.54.173 - - [13/Feb/2025 32 +0000] "GET /20250128.txt HTTP/1.
172.70.175.139 - - [13/Feb/2025:04:42:30 +0000] "GET / HTTP/1.1" 200 321
172.71.194.216 - - [13/Feb/2025:04:42:30 +0000] "GET /favicon.ico HTTP/1.1" 404 134 "-" “okhttp/4.9.2"

172.70.135.83 - - [13/Feb/2025:1 30 +0000] "GET /favicon.png HTTP/1.1" 3e4 @ "-" “"okhttp/4.9.2"

172.70.55.70 - - [13/Feb/2025:04:43:10 +0000] "GET / HTTP/1.1" 200 2530 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:135.0) Gecko/20100101 Firefox/135.0"

172.70.55.70 - - [13/Feb/2025:04:43:34 +0000] "GET /lab2/lab%202%20-%20Administracion%20de%20servidore%20-%2023525.txt HTTP/1.1" 304 @ "https://23525.dernait.my/" "Mozilla/5.0 (Windows NT 10.0; Wine4;
X64; rvi135.0) Gecko/20100101 Firefox/135.0"

172.69.132.231 - - [13/Feb/2025:04:43:51 +0000] "GET / HTTP/1.1" 200 321 "-" "Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/132.0.0.@ Safari/537.36"
172.69.132.241 - - [13/Feb/2025:04:45:52 +0000] "GET /23218 HTTP/1.1" 404 196 "-" "Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/132.0.0.0 Safari/537.36"
172.70.254.90 - - [13/Feb/2025:04:45:52 +0000] "GET /favicon.ico HTTP/1.1" 404 196 "https://dernait.my/23218" "Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/13
2.0.0.0 safari/s537.36"

ubuntu@ip-172-31-80-228:~3 |

UBRIEZADA] ©0 L0 Wo Q

118 +0000] "GET /favicon.ico HTTP/1.1" 484 196 “"https://23218.dernait.my/" "Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/13
"-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:135.0) Gecko/20100101 Firefox/135.0"
//23525.dernait.my/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:135.0) Gecko/20100101 Firefox/135.0"
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2.0.0.0 safari/537.36"
ubuntu@ip-172-31-88-228:~% ps aux | grep amazon
root 520 0.0 1.9 1685384 19448 ? Ssl Febl2 @:01 /snap/amazon-ssm-agent/9881/amazon-ssm-agent
ubuntu 4387 0.0 0.2 7076 2048 pts/3 S+ 04:48 0:00 grep --color=auto amazon
ubuntu@ip-172-31-80-228:~% |

Ubintuoaoa @0 A0 @
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® nerymolina2ee4@NeryMolina:~$ netstat -tulnp
(Not all processes could be identified, non-owned process info
will not be shown, you would have to be root to see it all.)
Active Internet connections (only servers)

S S

Proto Recv-Q Send-Q Local Address Foreign Address
tep 3 © 127.0.0.54:53 0.0.0.0:%
tep 0 © 127.0.0.1:40013

tep 0 © 127.0.0.53:53

tep 0 © 10.255.255.254:53

tep 0 0.0.0.0:%
teps 0

udp 0 0.0.0.0:%
udp 0 © 127.0.0.5: 0.0.0.0:%
udp 0 © 10.255.255.254:53 0.0.0.0:%
udp 0 © 127.0.0.1:323 0.0.0.0:%
udp6 0 0 ::1:323

nerymolina2e@4@NeryMolina:~$ |

B ©0h0 o

State

LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN




